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WHAT EVERY PROSECUTOR 

SHOULD KNOW ABOUT PEER-

TO-PEER INVESTIGATIONS 
 

By Sergeant Josh Moulin,1 CFCE,DFCP, ACE, 

CEECS 

 

Peer-to-Peer (P2P) file sharing is one of the fastest 

and easiest ways for individuals around the world to 

obtain and trade images and videos of child sexual 

exploitation. As of October 2007, the Wyoming Inter-

net Crimes Against Children (ICAC) Task Force has 

captured 377,044 unique computers sharing image 

and movie files containing child sexual exploitation 

using the Gnutella network.2 If you investigate and 

prosecute technology-facilitated crimes against chil-

dren, it is important to understand P2P and the way 

that sexual predators use it to exploit children.  
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P2P first received notoriety in 2001, in the 

A&M Records v.Napster case, when the 9th Circuit 

Court of Appeals ruled that Napster was liable for 

contributory infringement of record companies’ 

copyrights and had to pay music creators and copy-

right owners 26 million dollars.3 The court focused 

on Napster’s role as a centralized P2P network, 

meaning that the data was stored on a centralized 

server owned by Napster.4 The court found that be-

cause Napster had a direct role in distributing files 

to users who were searching for music, they were 

liable for copyright infringement.5 The Napster case 

taught P2P users and developers a major lesson 

and led to the evolution of the decentralized model 

of P2P networks that exists today. 

As a result of the decision in the Napster 

case, today’s P2P networks do not utilize a central-

ized server. This means that no one person is re-

sponsible for the content of what is being shared on 

P2P networks. Additionally, unlike Napster where 

the company’s server could simply be shut down 

and the copyright infringement stopped, files are 

now shared and kept on multiple individual com-

puters. While multiple P2P networks exist, the 

Gnutella network is a decentralized network that is 

by far the most popular and will be the focus of this 

article. Some other less popular but functionally 

similar P2P networks include Fast-Track, BitTorrent, 

eDonkey, and Freenet. 

 

How the Network Works 

Since no centralized server hosts files, the Gnutella 

network depends on each client computer to share 

information about the files available for other users. 

When a computer connects to the Gnutella network, 

it is designated as either an ultrapeer (sometimes 

referred to as a supernode) or a leaf. Ultrapeers are 

the backbone of the Gnutella network and act as 

traffic cops, directing incoming search requests to 

the appropriate computers that contain files or infor-

mation that a user wants. Leaves are computers 

that do not have the capacity to support the 

Gnutella network and that connect to ultrapeers to 

share files. 

Determining whether a computer is an ul-

trapeer or leaf is based on a number of factors. A 

computer with a fast Internet connection, not be-

hind a firewall, and with a historically stable connec-

tion to the Gnutella network may be designated an 

ultrapeer. The average Gnutella user does not know 

if his or her computer is an ultrapeer or a leaf. 

Each ultrapeer may be responsible for up to 

30 individual leaves and for maintaining connec-

tions with other ultrapeers. Ultrapeers help to speed 

up the Gnutella network by allowing slower com-

puters (leaves) to connect to an ultrapeer rather 

than the entire Gnutella network. While an individ-

ual leaf may have slower downloads because of con-

nectivity issues, that particular leaf will not slow 

down the other computers connected to the various 

ultrapeers. Additionally, ultrapeers maintain lists of 

active Internet Protocol (IP) addresses connected to 

them and an index of files being shared. All leaves 

on the network periodically send an index of the 

files being shared to the ultrapeer they are con-

nected to without any user interaction. 

One way ultrapeers keep track of files avail-

able on their leaves is by maintaining a Distributed 

Hash Table (DHT) of the names of all their shared 

files. Normally hash values are a mathematical algo-

rithm that produce a huge combination of letters 

and numbers that are the equivalent of a digital fin-

gerprint for a particular file (such as MD5 or SHA-1). 

However, when referring to DHT, the hash value cre-

ated is only for the filename and has nothing to do 

with the actual content of the file.  

For example, let’s say the words “Phil” and 

“Collins” create a hash value of three. The words 

“Phil,”“Collins,” “In,”“The,”“Air,”“Tonight” create a 

hash value of nine. When a user searches for the 

term “Phil Collins,” it translates to the hash of three 

and the ultrapeers begin looking for computers with 

a three in their DHT. Once the table is searched and 

matching hash values are found, the information is 

populated on a list on the computer that initiated 

the search. For example, if the above search was 
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run, a list of all the possible files with the hash 

value of three would appear on the monitor of the 

computer where the search was entered. 

Once the user receives the search results, he 

or she must then make a purposeful action to begin 

the download process. Depending on the software 

used to access the Gnutella network, this step can 

be accomplished in several ways: double-clicking 

the file, right-clicking it and selecting “download,” 

highlighting several files and clicking on a download 

button, and/or any combination of these methods. 

What is important to those involved in investigating 

or prosecuting individuals possessing child pornog-

raphy is showing that the user initiated the 

download. This action helps establish the element 

of intent required in such cases. 

Gnutella also uses hash values to identify 

files independent of the filename and to confirm a 

file has been completely downloaded. This type of 

hashing is similar to what a forensic computer ex-

aminer uses, as opposed to the DHT values men-

tioned above. Gnutella uses a base 32 SHA-1 value 

to identify its files. This is important for forensic ex-

aminers to understand because it is different from 

the traditional base 16 hash values normally used in 

forensics. If a forensic examiner attempts to “hash” 

a file with traditional forensic software, he or she 

will come up with a completely different hash value 

from the base 32 SHA-1 value Gnutella uses. Free 

software applications are available to convert the 

base 32 SHA-1 to a base 16 SHA-1. 

Returning to our example, when a user at-

tempts to download the song “In the Air Tonight,” 

Gnutella will not look at filenames, but rather, for 

other computers sharing that file based upon its 

SHA-1 hash value. If “In the Air Tonight” is being 

shared by multiple users, then it is possible for the 

Gnutella network to obtain parts of the file from sev-

eral users; instead of the user downloading the en-

tire song from one computer, he or she will get a 

small piece from several different users sharing the 

same file. This allows a computer to simultaneously 

download different portions of the song, making the 

entire download process faster and more reliable. 

Each portion of the file that is retrieved from 

the other leaves that are attached to the ultrapeer is 

then reassembled as one file on the computer that 

initiated the search. Once the computer that re-

quested the file has completely downloaded the file, 

the software (LimeWire, BearShare, etc.) will hash 

the file and compare the downloaded file’s hash 

with the hash value of the original file selected for 

download. If the hash values match, the download is 

complete and the file is moved into the folder used 

to store downloaded files. If the file is not com-

pletely downloaded, then it is moved into a folder 

used to store incomplete files. Forensically, two files 

that contain the exact same hash value have the 

same contents within the file. 

 

How the User Software Works 

Before an individual can access a P2P network, he 

or she needs to install client software on the com-

puter. Once again the purposeful act of downloading 

the software helps demonstrate the suspect’s in-

tent. Some P2P applications like LimeWire have a 

free version and a paid version. The paid version 

offers technical support and faster downloads. The 

installation of the P2P software allows the user to 

customize his or her settings or, as is common in 

most situations, utilize the default settings to allow 

sharing of the downloaded files. Tracking how the 

software is set up on the computer may again dem-

onstrate not only intent but also the user’s sophisti-

cation. For example, an investigation may find evi-

dence that only certain types of files are shared or 

that the user has set up an additional file structure 

to store different types of images or movies he or 

she collects. These actions demonstrate the user’s 

knowledge and intent. 

Normally, the default settings create two 

folders to house the files that are downloaded and 

shared by the P2P client. These may be called 

“Shared” and “Incomplete.” However, the user can 

change the names, point the downloaded files to 

another existing folder or use a completely different 
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file path. Any modification to the default settings is 

another point that a prosecutor could use to demon-

strate the user’s knowledge and intent. During the 

installation of most P2P software programs the soft-

ware asks the user if he or she want to share files 

already existing on the computer and will advise him 

or her that files downloaded from Gnutella will be 

automatically shared. For prosecutors who are con-

sidering whether to file the most serious charge of 

dissemination of child pornography rather than pos-

session of child pornography, this information is vi-

tal. Users can also select to share partial downloads, 

meaning that if he or she is in the process of 

downloading a file but have not completely 

downloaded it, the chunks the computer has re-

ceived can be shared with others looking for that 

same file. 

The P2P software maintains a library of files 

that have been downloaded or made available for 

sharing and the user can preview movies,music, or 

pictures right from within the P2P software. In some 

software programs it is possible to find evidence of 

the user previewing the file as it was being 

downloaded. For example, in LimeWire if a user pre-

views a file as it is downloaded, it will create a file 

named Preview-T (file size in bytes) (filename) and 

save that file in the incomplete folder. A forensic 

examiner can search for “preview-t” and find hits in 

both allocated and unallocated space. This informa-

tion provides valuable evidence of what a user was 

searching for and viewing. If the file is still in allo-

cated space, the file may be viewable if enough of it 

was downloaded and dates and times should be as-

sociated with it. Users can also choose to have all 

audio, videos, images and documents currently on 

their hard drive automatically added to their library 

for sharing. 

 

 

(Article continued on page 17; endnotes page 19.) 

 

 

 

 

ATTORNEYS GENERAL  

FIGHTING CYBERCRIME 
 

MULTI-STATE 

 

 Twenty-one states wrote to backpage.com, 

urging the company to close its adult services sec-

tion to combat prostitution, human trafficking and 

sexual exploitation of children. They urged backpage 

to take steps to prevent migration of prostitution 

ads into its personals section, including flagging and 

screening systems and manually reviewing all such 

ads. The states calling on backpage to take this ac-

tion are:  Arkansas, Connecticut, Delaware, Idaho, 

Illinois, Iowa, Kansas, Maine, Maryland, Michigan, 

Mississippi, Missouri, Montana, Nevada, New Hamp-

shire, Ohio, Rhode Island, South Carolina, Tennes-

see, Texas and Virginia.    

 

 

ARIZONA 

 

 Attorney General Terry Goddard announced 

that Julie Biennis was indicted on 15 felony counts 

for embezzling nearly $500,000 from her former 

employer, Freeport-McMoRan Copper & Gold Inc.  

Blennis allegedly forged a form to enter a fictitious 

vendor into her employer’s accounting system and 

then submitted counterfeit documents, including 

false reimbursement forms and invoices. The 

charges include fraudulent schemes and artifices, 

theft, forgery and computer tampering, all of which 

are felonies.  The case is being prosecuted by Assis-

tant Attorney General Todd Lawson.   

 

 

CALIFORNIA 

 

 Attorney General Edmund Brown Jr.’s Office 

filed criminal charges against three men who stole 

more than $150,000 from about 200 people by cre-
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ating fake credit and debit cards from banking infor-

mation they skimmed from ATM and credit cards 

through devices placed inside gas station pumps.  

The complaint against David Karapetyan, Zhirayr 

Zamanyan and Edwin Hamazaspyan includes 42 

counts of felony identity theft and one count of con-

spiracy. The three acquired keys to gas station 

pumps, connected cables to their electronic devices 

and recorded customers’ data. The investigation 

began when police reported an increase in identity 

theft, and a 7-11 employee noticed a skimming de-

vice inside a gas pump. The Northern California 

Computer Crimes Task Force, a partnership of 17 

local, state and federal agencies, led the investiga-

tion with assistance from the U.S. Secret Service 

and the Martinez and Glendale Police Departments. 

 

 

DELAWARE 

 

 Attorney General Beau Biden’s Office an-

nounced that Stephan Carman, a registered sex of-

fender, pled guilty to nine counts of Dealing in Child 

Pornography and was sentenced to 18 mandatory 

minimum years in prison, to be followed by six 

months of either home confinement or work release 

and then 18 years of probation. A Child Predator 

Task Force investigation, which included the Dela-

ware Department of Justice, State Police and 

Smyrna Police Department, resulted in the execu-

tion of a search warrant at Carman’s home, with 

Task Force members and the U.S. Immigration and 

Customs Enforcement agents seizing computers and 

other digital evidence. An initial forensic analysis 

revealed multiple child pornography images, and 

Carman was arrested by the Smyrna Police Depart-

ment.   

 

 

 

 

 

FLORIDA 

 

 Attorney General Bill McCollum’s CyberCrime 

Unit arrested James Nelson after Nelson allegedly 

engaged in sexually explicit conversations with 

someone he thought was a 13-year-old girl but was 

actually an undercover CyberCrime investigator.  

Nelson was charged with one count of traveling to 

meet a minor for unlawful sexual acts, one count of 

solicitation of a minor via computer and one count 

of transmission of material harmful to minors.  If 

convicted on all charges, Nelson faces up to 25 

years in prison.  The FBI, Orange County and Semi-

nole County Sheriff’s Offices and the Oviedo Police 

Department assisted with the arrest.  The case will 

be prosecuted by CyberCrime Unit attorneys.    

 

 

ILLINOIS 

 

 Attorney General Lisa Madigan announced 

the arrest of David Funk, who was targeted as one of 

the more prolific traders of child pornography, as 

part of her statewide crackdown on child pornogra-

phers.  Winnebago County State’s Attorney  Joseph 

Bruscato, Sheriff  Richard Meyers and Loves Park 

Police Chief James Puckett joined Attorney General 

Madigan in the announcement.  Funk is charged 

with six counts of aggravated child pornography, a 

Class 2 felony punishable by three to seven years in 

the state Department of Corrections.  The initial in-

vestigation revealed Funk possessed more than 

1,400 images and hundreds of videos of child por-

nography.     
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KANSAS 

 

 Attorney General Steve Six announced he will 

seek approval from the Legislature to create a Child 

Predator Unit in 2011.  The Unit would consist of full

-time investigators and prosecutors with the sole 

mission of prosecuting cases of child sexual exploi-

tation.  Attorney General Six will propose that Unit 

funding come directly from existing recoveries of his 

office.  He will also advocate for legislation that 

would 1) allow law enforcement to seize the assets, 

including computers and hard drives, used by indi-

viduals producing or distributing child pornography; 

and 2) incorporate into state law provisions of the 

Adam Walsh Act prohibiting reproduction of child 

pornography images for discovery purposes in crimi-

nal proceedings.      

 

 

MASSACHUSETTS 

 

 Attorney General Martha Coakley convened a 

hearing to take testimony and evidence to address 

public safety concerns surrounding the role of web-

sites in facilitating human trafficking and the illegal 

sex trade.  Thirteen witnesses, including survivors of 

human trafficking, Internet researchers, social sci-

entists, technology company representatives and 

law enforcement, spoke about the complex nature of 

the crime, how young people are lured and manipu-

lated and the need to work together to combat this 

crime.      

 

 

MISSOURI 

 

 Attorney General Chris Koster unveiled a new 

portion of his website devoted to Internet safety in-

formation as part of Internet Safety Month in the 

state.  The website features a cartoon version of At-

torney General Koster urging children to “surf 

safely.”  In addition, Tom Durkin, Attorney General 

Koster’s Public Education Director, will travel to mid-

dle schools in the state to give public service pres-

entations to students and parents about Internet 

safety. The presentation will also include informa-

tion about social networking sites.      

 

 

NEBRASKA 

 

 Attorney General Jon Bruning announced 

that Clyde Loveless III was sentenced to 20 to 72 

months on one count of child enticement and one 

count of violation of the Sex Offender Registry Act.  

The investigation by the Nebraska State Patrol re-

vealed that Loveless engaged in sexually explicit 

exchanges with a 14-year-old girl via cell phone.  

Loveless repeatedly used his cell phone to send 

lewd pictures of himself to the victim and request 

sexual encounters.  As a registered sex offender, he 

was also charged with failing to notify law enforce-

ment of his change of address.  Loveless pleaded no 

contest to both charges,  Assistant Attorney General 

Jeff Gaertig handled the case.    

 

 

NEW HAMPSHIRE 

 

 Attorney General Michael Delaney and his 

Internet Crimes Unit unveiled the state’s new Inter-

net Safety Guide at a middle school in Manchester.  

The Guide will be distributed to every state student 

in grades 6-8 as part of Child Health Month.  Attor-

ney General Delaney’s Office will also give a presen-

tation for parents and educators that offers tools 

and suggestions they can use to create a safe 

online environment. A downloadable version of the 

Guide is posted on Attorney General Delaney’s web-

site.       
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NEW JERSEY 

 

 Attorney General Paula Dow joined Criminal 

Justice Director Stephen Taylor to announce that 

Nicholas Castrovinci was sentenced to five years in 

state prison for distributing child pornography on 

the Internet.  Castrovinci pleaded guilty to second 

degree endangering the welfare of a child/

distribution of child pornography.  He will not be per-

mitted to access the Internet for the duration of his 

sentence, and he will be required to register as a 

sex offender under Megan’s Law.  Deputy Attorney 

General Lee Schaer prosecuted the case and repre-

sented the Division of Criminal Justice at the sen-

tencing hearing.   

 

 

NEW MEXICO 

 

 Attorney General Gary King announced that 

Jake Skinner (aka Jack Skinner) pled guilty to one 

count of Possession of Child Pornography, agreed to 

serve 43 months in prison and must register as a 

sex offender.  During a forensic examination on an-

other case, Attorney General King’s Office discov-

ered several emails containing child pornography 

sent to Skinner’s email address.  Attorney General 

King’s Office, ICE and the FBI, all New Mexico Inter-

net Crimes Against Children (ICAC) Task Force mem-

bers, executed a search warrant at Skinner’s resi-

dence and seized computers and related media.  

The U.S. Attorney’s Office prosecuted the case.     

 

 

NEW YORK 

 

 Attorney General Andrew Cuomo obtained an 

additional $8.5 million in settlements with compa-

nies that tricked consumers into signing up for dis-

count clubs that charged hidden fees.  Under a set-

tlement with discount club Webloyalty.com, Inc., the 

company will refund defrauded consumers who were 

charged unauthorized fees and will also pay $5.2 

million in penalties, costs and fees.  Separately, At-

torney General Cuomo obtained settlements with 

five retailers who partnered with Webloyalty:  Ticket-

master LLC; Pizza Hut, Inc.; Orbitz Worldwide, LLC; 

Shutterfly, Inc.; and MovieTickets, Inc.  Those settle-

ments required the retailers to collectively pay more 

than $3.3 million for consumer refunds, education 

and fees, as well as required that they reform their 

marketing arrangements with discount club sellers.  

In addition to the refunds, the settlement requires 

Webloyalty to: 1) permanently end its practice of ob-

taining consumers’ billing information from online 

partner retailers; 2) reform its online marketing 

practices to ensure consumers understand they are 

enrolling in a program and will be billed; and 3) 

make redemption forms for rebates immediately 

available online.    

 

 

OHIO 

 

 Attorney General Richard Cordray teamed up 

with schools, parents and local law enforcement to 

produce Ohio’s first Cyber Safety Week.  The week 

targeted the dark side of technology, including cy-

berbullying, sexting and online predators.  It in-

cluded a series of presentations, events and meet-

ings that addressed issues specific to each region.       

 

 

OREGON 

 

 Attorney General John Kroger announced 

that David Feathers was sentenced to 355 months 

in prison after pleading guilty to sexual abuse and 

child pornography.  Attorney General Kroger’s Inter-

net Crimes Against Children (ICAC) unit initiated the 

investigation of Feathers with assistance from the 

Multnomah County Child Abuse Team.    
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PENNSYLVANIA 

 

 Attorney General Tom Corbett announced 

that Charles McCool, who has been licensed to prac-

tice medicine for 40 years, was arrested on charges 

that he distributed prescription drugs to “patients” 

he never examined. McCool worked for Internet com-

panies that contract with doctors who provide tele-

phone consultations for customers seeking prescrip-

tion medications.  The investigation into McCool be-

gan when a suspicious pharmacist questioned a pre-

scription that had been called in to the pharmacy’s 

answering machine on a Sunday night.  McCool is 

charged with one count of unlawfully administering/

dispensing/delivery of a controlled substance. The 

case will be prosecuted by Deputy Attorney General 

Robert Rosner of Attorney General Corbett’s Drug 

Strike Force Section.     

 

 

SOUTH CAROLINA 

 

 Attorney General Henry McMaster an-

nounced that Charles Burns was arrested on child 

pornography charges by the City of Myrtle Beach Po-

lice Department and the Horry County Sheriff’s Of-

fice, both members of Attorney General McMaster’s 

Internet Crimes Against Children (ICAC) Task Force.  

Burns allegedly shared digital photographs and/or 

videos over the Internet depicting children engaged 

in sex acts.  Multiple computers and related items 

were seized when a search warrant was executed on 

his home, and files containing pornographic images 

were found on those computers.  Burns is charged 

with 27 counts of Sexual Exploitation of a Minor, a 

felony offense punishable by up to 10 years impris-

onment.  The case will be prosecuted by Attorney 

General McMaster’s Office.  

 

 

 

 

SOUTH DAKOTA 

 

 Attorney General Marty Jackley announced 

that Dr. John Codington was arrested and charged 

with five counts of possession of child pornography, 

a Class 4 felony carrying a maximum penalty of 10 

years’ incarceration and/or a $20,000 fine.  Cod-

dington will be prosecuted by Attorney General Jack-

ley’s Office.       

 

 

TEXAS 

 

 Attorney General Greg Abbott’s Cyber Crimes 

Unit arrested Juan Sanchez on charges of child por-

nography possession, a third degree felony.  Unit 

law enforcement officers and the Webb County Sher-

iff’s Department conducted a search of Sanchez’s 

residence after he allegedly shared a child pornog-

raphy video with an undercover Unit investigator 

online.  Child pornography possession is punishable 

by two to 10 years in  prison and up to a $10,000 

fine.    

 

 

VERMONT 

 

 Attorney General Bill Sorrell announced that 

Christopher Morey pled guilty to one count of Pos-

session of Child Pornography and two felony counts 

of Promoting a Recording of Sexual Conduct.  He 

was sentenced to five to 25 years imprisonment, all 

suspended except three years, and was placed on 

probation with sex offender special conditions im-

posed.  The conviction resulted from a shared inves-

tigation between FBI offices in Florida and Califor-

nia, the Burlington Police Department and the Ver-

mont Internet Crimes Against Children (ICAC) Task 

Force.    
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VIRGINIA 

 

 Attorney General Ken Cuccinelli’s Computer 

Crime Section will tour the state to deliver a new 

Best Practices in Cyber Security presentation to 

small businesses and organizations.  The presenta-

tion is part of Cyber Security Awareness Month. 

 

 

 

WISCONSIN 

 

 Attorney General J.B. Van Hollen announced 

that the Wisconsin Association of Computer Crime 

Investigators (WACCI) presented two “Prosecution 

Team” awards to members of his Office.  The 

awards recognize the importance of the team ap-

proach to investigating crimes involving electronic 

evidence.  In State of Wisconsin v. Mercer, awards 

were presented to Assistant Attorney General Mi-

chael Schaefer, Special Agent Michael Hoell, Crimi-

nal Analyst Timothy Lokrantz and David Losen of 

Sergeant Laboratories.  In State of Wisconsin v. 

Davison, awards were presented to Criminal Analyst 

Mark Howard, Special Agent Michael Hoell, former 

Dodge County District Attorney William Bedker, Sgt. 

Chris Mireski of the Lomira Police Department, New 

Waterford, Ohio Police Chief Daniel Haueter and for-

mer DOJ-DCI Director Craig Klyne (posthumously).          

 

     

   

IN THE COURTS         

FAKE EMAILS:   

USE IN COURT PROCEEDING  

People of California v. Heeter, 2010 Cal. App. 

Unpub. LEXIS 6129 (August 2, 2010).  A California 

Court of Appeals affirmed defendant’s conviction for 

sending fake emails with the intent they would be 

used in a court proceeding.  Chris Heeter and his ex-

wife Aubry were involved in a custody dispute in 

which Aubry was seeking more time with her child. 

His current wife Danielle sent herself abusive emails 

which appeared to come from Aubry expressing an-

ger over Danielle displacing Aubry as the child’s 

mother.  Chris then presented the emails in court to 

show Aubry’s unfitness as a parent, but the judge 

doubted the authenticity of the emails and did not 

change the original custody agreement.  Aubry ex-

pressed her concerns about identity theft to a detec-

tive, who subpoenaed the MySpace account records 

for Danielle, Chris and Aubry.  The logs and IP ad-

dresses showed that the emails had originated from 

a MySpace account using the same IP address as 

that of the MySpace account created in Aubry’s 

name to which they were sent.  Danielle Heeter was 

charged under a state law that makes it a crime to 

1) prepare a false document; 2) with the intent to 

produce or allow it to be produced at a trial or other 

proceeding; and 3) for any fraudulent or deceitful 

purpose.  Danielle did not dispute that she created 

the account or that she sent the emails, but argued 

that she did not intend their use in court.  The ap-

peals court held that there was ample evidence that 

she intended their use in the custody dispute. 

 

Ed. Note:  Dane Gillette, Chief Assistant Attorney 

General; Pamela Hamanaka, Senior Assistant Attor-

ney General; and Susan Pithey and Steven Mercer, 

Deputy Attorney Generals of the California Depart-

ment of Justice represented the state.     

 

 

COMPUTER FRAUD AND ABUSE ACT:   

AUTHORIZED ACCESS  

Monson v. The Whitby School, Inc., 2010 WL 

3023873 (D. Conn. August 2, 2010).  The U.S. Dis-

trict Court for the District of Connecticut declined to 

dismiss Computer Fraud and Abuse Act (CFAA) 

claims brought by an employer against a former em-

ployee.  Dr. Michelle Monson, former head of the 

Whitby School, sued the school for sex discrimina-

tion, and the school counterclaimed against her for 
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violations of the CFAA. Specifically, the school al-

leged that during her employment Monson gained 

unauthorized access to the school email server and 

unlawfully viewed and deleted more than 1,500 

email messages of other employees.  The school fur-

ther alleged that after Monson was terminated she 

intentionally deleted data and software that resided 

on her school-issued computers before she returned 

them.  Monson moved to dismiss the counterclaim, 

arguing that her access of the school computer was 

not “unauthorized” since she was head of the 

school. The district court, applying the pleading stan-

dard in Ashcroft v. Iqbal, 129 S. Ct. 1937, 1949 

(2009) that the allegations in the complaint must be 

“plausible,” found nothing implausible about the al-

legations that Monson was not permitted to access 

or delete the emails of other employees or software 

programs.           

Further, the court found that Monson’s argu-

ments had to be reserved for a motion for summary 

judgment, whereas on a motion to dismiss the court 

must accept the allegations as true.  

 

 And see… 

 

U.S. v. Aleynikov, 2010 WL 3489383 (S.D.N.Y. 

September 3, 2010).  The U.S. District Court for the 

Southern District of New York dismissed the Com-

puter Fraud and Abuse Act (CFAA) count against a 

former computer programmer charged with stealing 

his employer’s source code.  Sergey Aleynikov was 

accused of stealing the source code for Goldman 

Sachs’ high-frequency trading system. He was 

charged with one count of violating the Economic 

Espionage Act for theft of trade secrets, one count 

of violating the Interstate Transportation of Stolen 

Property Statute and one count of violating the 

CFAA.  He moved to dismiss all counts.  The district 

court dismissed only the CFAA count, finding that 

Aleynikov was provided access to the company com-

puters and drawing a distinction between the use an 

individual makes of that access and whether the 

access was authorized in the first place.      

 

Ede. Note:  Also see Oce North America Inc v. 

MCS Services, Inc., 2010 WL 3703277 (D. Md. Sep-

tember 16, 2010) for an opinion similar to that of 

the Aleynikov court.      

 

 

SENTENCING ENHANCEMENTS:  USE 

OF P2P SOFTWARE 

U.S. v. Durham, 2010 U.S. App. LEXIS 17841 

(8th Cir. August 26, 2010).  The 8th Circuit Court of 

Appeals found that the defendant should not have 

been given a two-level sentencing enhancement on 

child pornography charges based solely on his use 

of a file-sharing program. Michael Durham pleaded 

guilty to knowingly receiving child pornography.  The 

U.S. District Court for the Western District of Arkan-

sas concluded that Durham had no intent to distrib-

ute, but sentenced him to 151 months’ imprison-

ment, determining that a two-level distribution  sen-

tencing enhancement was proper solely because 

Durham utilized the file-sharing program Limewire.   

The court also imposed a special condition upon his 

release which allowed the probation office to track 

Durham’s whereabouts by any means it deemed 

necessary.  Durham appealed his sentence and the 

probation condition.  The 8th Circuit reversed and 

remanded, finding that the district court erred in 

automatically applying the enhancement.  It af-

firmed the special probation condition, finding it was 

not an abuse of discretion.    

 

 

PRIVACY INTERESTS:   

ISP SUBSCRIBER INFORMATION       

Rader v. State of Indiana, 2010 Ind. App. LEXIS 

1581 (August 24, 2010).  The Indiana Court of Ap-

peals found a sufficient nexus between defendant’s 

home and the criminal activity for purposes of the 

warrant and rejected a defendant’s argument that 

the court should recognize a privacy interest in an 

Internet service provider’s subscriber information.  
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Monty Rader had several sexually suggestive chats 

with an undercover police officer posing as a teen-

age girl.  The officer subpoenaed Yahoo! to get ac-

count information for the user he chatted with, and 

used the information to obtain a search warrant for 

Rader’s home.  Rader was subsequently charged 

with two counts of Class C felony child solicitation.  

He filed a motion to suppress, challenging the war-

rant based on an insufficient nexus between his 

home and the criminal activity, which the trial court 

denied.  On appeal, Rader also argued that state 

courts should recognize a privacy interest in the 

subscriber information held by an ISP, citing the 

holding of the New Jersey Supreme Court in State v. 

Reid, 945 A. 2d 26, 27 (N.J. 2008).  The appeals 

court found that the detail in the affidavit accompa-

nying the warrant allowed the court to properly link 

the criminal activity to Rader’s account and address.  

As to the privacy interest, the appeals court noted 

that the Reid ruling also found law enforcement 

could satisfy the state’s constitutional requirements 

by serving a grand jury subpoena on an ISP, but 

stated that finding a privacy interest was an issue 

for the Indiana Supreme Court. 

 

Ed. Note:  The case was argued by Monika Tal-

bot, Deputy Attorney General in the Office of the 

Indiana Attorney General.             

 

 

INTERNET GAMBLING:   

DEFINITION OF “BOOKMAKING”   

Internet Community & Entertainment Corpora-

tion v. Washington State Gambling Commission, 

2010 Wash. LEXIS 715 (September 2, 2010).  The 

Washington State Supreme Court unanimously ruled 

that the services of the Internet Community & Enter-

tainment Corporation, d/b/a Betcha.com, constitute 

bookmaking, and the site’s operations constitute 

“professional gambling” under state law.  

Betcha.com was a person-to-person betting website 

that charged its customers fees for connecting them 

to other online users who wanted to wager on par-

ticular events.  While customers who lost were ex-

pected to pay their bets, the site gave bettors 72 

hours to decide not to pay a losing wager.  

Betcha.com sought declaratory relief in a trial court 

in the form of a court order finding the site did not 

violate state gambling laws, in addition to an injunc-

tion against state prosecution.  The state’s motion 

for summary judgment was granted by the trial 

court, which concluded that the site’s activities were 

illegal “professional gambling” under Wash. Rev. 

Code § 9.46.0269.  On appeal, the state Court of 

Appeals reversed, and the state petitioned for re-

view.  The Supreme Court agreed with the trial court 

that the corporation was engaged in “professional 

gambling” because it engaged in “bookmaking” un-

der Wash. Rev. Code § 9.46.0213.  Although the 

site did not take a position on the bets listed on the 

site, it charged its users a fee for the opportunity to 

place bets, and it engaged in transmitting gambling 

information over the Internet.  The appellate deci-

sion was reversed and the trial court’s grant of sum-

mary judgment reinstated. 

 

Ed. Note:  Jerry Ackerman and Callie Castillo, 

Assistant Attorney Generals in the Office of the 

Washington Attorney General, handled the case in 

the Supreme Court. 

 

 And see another challenge… 

 

Rousso v. State of Washington, 2010 Wash. 

LEXIS 824 (September 23, 2010).  The Washington 

Supreme Court held that Washington’s statute regu-

lating Internet gambling did not violate the dormant 

commerce clause.  Lee Rousso, a state resident and 

fan of online poker, sought a declaratory judgment 

that Wash. Rev. Code § 9.46.240, which criminal-

izes the knowing transmission and reception of gam-

bling information, including use of the Internet, vio-

lated the dormant commerce clause.  The state 

moved for summary judgment, which the trial court 

granted, finding the statute was constitutional.  The 
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state Court of Appeals affirmed, and Rousso sought 

review.  The state Supreme Court found that the 

statute was not discriminatory because it equally 

prohibited Internet gambling whether the person or 

the host was located in the state, in the U.S. or an-

other country.  In light of the dormant commerce 

clause, the court determined that the burden on in-

terstate commerce was not excessive given the le-

gitimate state interest in banning online gambling.      

 

Ed. Note:  Jerry Ackerman and Bruce Marvin, 

Assistant Attorneys General in the Office of the 

Washington Attorney General, handled the case in 

the state Supreme Court.      

 

 

WIRETAP ACT:  INTERCEPTION OF 

EMAILS 

U.S. v. Szymuszkiewicz, 2010 U.S. App. LEXIS 

18815 (7th Cir. September 9, 2010).  The 7th Circuit 

Court of Appeals affirmed defendant’s conviction 

under the Wiretap Act, finding that defendant’s in-

terpretation of “interception” was flawed.  David Szy-

muszkiewicz, who was an IRS revenue officer, had 

his driver’s license suspended due to a drunken 

driving violation. To prevent his supervisor from 

learning of the suspension, he surreptitiously set a 

rule in Microsoft Outlook on his supervisor’s com-

puter to auto forward copies of all incoming email to 

his own account.  The supervisor discovered the rule 

by accident, and Szymuszkiewicz was later convicted 

in the U.S. District Court for the Eastern District of 

Wisconsin under the Wiretap Act, 18 USC 2511(1)(a) 

of intentionally intercepting an electronic communi-

cation. He was sentenced to 18 months of proba-

tion. Szymuszkiewicz appealed, arguing that he 

should have been charged under the Stored Commu-

nications Act, rather than the Wiretap Act, because 

the rule directed the emails to be forwarded “only 

after the message arrived,” so no email was 

“intercepted.”  The appeals court said that this inter-

pretation of “interception” as “catching a thing in 

flight” was fine for football, but not for email.  The 

court found that Szynuszkiewicz’ interception of the 

email was “contemporaneous” by any standard.  The 

evidence showed that the Outlook rule operated on 

the IRS server, so a message to the supervisor 

would go to an email server and then be “flung 

across the network” as packets with two copies, one 

for the supervisor and one for Szymuskiewicz. It was 

this copying on the server that constituted the 

unlawful interception.     

 

 

SERVICE OF PROCESS:  ALTERNATE 

MEANS     

McCluskey v. Belford High School, 2010 U.S. 

Dist. LEXIS 62608 (E.D. Mich. June 24, 2010).  The 

U.S. District Court for the Eastern District of Michi-

gan denied plaintiffs’ request to use an alternate 

means of service of process to serve defendants, 

who maintained no offices and no registered agents.  

Carrie McCluskey and other adults who obtained 

diplomas on Bedford High School’s websites alleged 

that Bedford operated a fraudulent Internet scheme 

and misrepresented themselves as accredited and 

legitimate high schools whose diplomas would be 

accepted by employers, professional organizations 

and colleges.  McCluskey alleged they were unable 

to serve Bedford personally or by registered mail 

and that Bedford maintained no offices or registered 

agents.  McCluskey moved the court to allow service 

by any of the following alternate means:  1) by 

email; 2) by fax; 3) by serving Bedford’s web hosting 

companies; 4) by a posting on the Internet or 5) 

through the “live chat” feature on Bedford’s web-

site.  The district court held that McCluskey’s pro-

posed alternative means of service were not rea-

sonably calculated to give Bedford actual notice of 

the proceedings and an opportunity to be heard.    
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FOURTH AMENDMENT:  WAR-

RANTLESS GPS TRACKING   

Foltz v. Commonwealth of Virginia, 698 S.E. 2d 

281 (Va. App. September 7, 2010).  The Virginia 

Court of Appeals ruled that the rights of a convicted 

sex offender were not violated when police officers 

secretly placed a global positioning system (GPS) 

device on his car without obtaining a warrant.  Po-

lice suspected David Foltz, Jr. of attacking 11 

women and placed a GPS device on the van he used 

for work without obtaining a warrant to do so.  Po-

lice then tracked Foltz and arrested him in the act of 

an assault.  He was convicted of abduction with in-

tent to defile and received a mandatory life sen-

tence for his second felony offense.  The trial court 

found that “reasonable suspicion” was sufficient for 

any officer to install a GPS tracking device on a sus-

pect’s automobile, and there was no right of privacy 

on a public street.  The state court of appeals af-

firmed, noting that neither the U.S. Supreme Court 

nor the state Supreme Court had ruled on this issue.  

It distinguished its decision from that of the Massa-

chusetts Supreme Court in Commonwealth of Mas-

sachusetts v. Connolly, 454 Mass. 808 (2009), 

which struck down warrantless GPS use, finding that 

the use of self-powered GPS trackers did not consti-

tute a “seizure” under the Constitution, as opposed 

to the vehicle-powered GPS tracker in the Massa-

chusetts case.  The Virginia Supreme Court found 

that no privacy right was violated when the police 

used the GPS to track the van’s movements on pub-

lic streets.   

 

Ed. Note:  Virginia Theisen, Senior Assistant At-

torney General, and J. Robert Bryden II, Assistant 

Attorney General, in the Office of the Attorney Gen-

eral of Virginia, handled the case in the state Su-

preme Court.   

 

 

 

 

DATA BREACH:  TIME AND EFFORT AS 

DAMAGES 

In re Hannaford Bros. Co. Customer Data Secu-

rity Breach Litigation, 2010 Me. 93 (September 21, 

2010).  The Supreme Court of Maine responded to a 

certified question by ruling that time and effort 

spent alone are not cognizable injuries in a data 

breach case.  Hannaford Bros. Co’s computer sys-

tem was breached, resulting in the theft of more 

than four million credit card numbers, security 

codes, PINS and other personal information.  Twenty

-one customers, whose cases were consolidated, 

filed a negligence suit in the U.S. District Court for 

the District of Maine, seeking damages from Hanna-

ford for the time and effort they expended in an ef-

fort to ensure they were not harmed.  Hannaford 

moved to dismiss, which the district court granted, 

holding that under Maine law, consumers whose 

payment data was stolen can recover only if the 

merchant’s negligence caused a direct loss to the 

consumers’ accounts.  The customers filed a motion 

for reconsideration and for certification of a ques-

tion of law.  The district court agreed that Maine law 

was unsettled on the issue of whether time and ef-

fort alone constitute a cognizable injury, and the 

court certified the question.  The Maine Supreme 

Court answered in the negative, explaining that nei-

ther the tort of negligence nor the breach of implied 

contract compensate people for the inconveniences 

of life.      

 

 And see… 

 

DATA BREACH:  PROVIDER DUTY   

Paul v. Providence Health System-Oregon, 2010 

Ore. App. LEXIS 1190 (October 6, 2010).  The Ore-

gon Court of Appeals affirmed a dismissal, holding 

that patients whose personal records were stolen 

had failed to identify a duty owed them by the health 

provider, beyond the duty to exercise reasonable 

care, sufficient to support a negligence claim for 

emotional distress damages. Two of the 365,000 
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individuals whose unencrypted medical and finan-

cial records were stolen when a Providence Health 

System employee left computer discs and tapes in 

his car filed claims for negligence and violation of 

the Unlawful Trade Practices Act, claiming damages 

for the cost of credit-monitoring services and emo-

tional distress.  Providence moved to dismiss for 

failure to state a claim, which the trial court granted.  

The patients appealed, and the appeals court held 

that they also failed to state a negligence claim for 

their emotional distress damages because they did 

not allege an affirmative disclosure by Providence of 

their confidential information nor did they allege a 

duty owed by Providence to protect against emo-

tional distress caused by the theft of the informa-

tion.  Further, the court found that the cost of the 

credit monitoring to prevent a loss was not an ascer-

tainable loss under the Unlawful Trade Practices Act.                  

  

 

LEGISLATIVE NEWS  
 

Data Breaches  

 

 PASSED SENATE COMMITTEE. On September 

15, the Senate Judiciary Committee passed S. 139, 

a bill sponsored by Senator Dianne Feinstein (D-CA) 

which would require federal agencies and busi-

nesses engaged in interstate commerce to notify all 

U.S. citizens whose information may have been ac-

cessed or acquired due to a data breach.  The bill 

would authorize civil actions by state Attorneys Gen-

eral to enforce its provisions.       

 

 

Sex Trafficking 

 

 PASSED SENATE COMMITTEE. On September 

22, the Senate Judiciary Committee passed S. 2925, 

a bill sponsored by Senator Ron Wyden (D-OR) that 

would authorize the award of one-year block grants 

for up to six state or local governments to provide 

shelter and services to victims of sex trafficking and 

for training of law enforcement and social services 

providers.  It would also require state law enforce-

ment agencies to update the record of a missing 

child with a photograph taken within the last 180 

days and to notify NCMEC of each report of a child 

missing from a foster care home or childcare facility.    

 

 PASSED SENATE COMMITTEE. On September 

28, the Senate Foreign Relations Committee passed 

S. 3184, a bill sponsored by Senator Barbara Boxer 

(D-CA) that would provide assistance (grants, coop-

erative agreements, contracts) to eligible countries 

entering into a Child Protection Compact to prevent 

child trafficking.      

 

 

Accessible Communications 

 

 ENACTED. On October 8, President Barack 

Obama signed into law S. 3304, a bill sponsored by 

Senator Mark Pryor (D-AR) that requires manufactur-

ers of advanced communications equipment, as well 

as Internet service providers, to ensure that their 

equipment and services are accessible and usable 

by people with disabilities.   

 

 

Organized Retail Theft   

 

 PASSED HOUSE. On September 28, the 

House passed H.R. 5932, a bill sponsored by Repre-

sentative John Sarbanes (D-MD) that would estab-

lish a federal unit to 1) investigate and prosecute 

organized retail theft; 2) assist state and local law 

enforcement agencies in investigating and prosecut-

ing organized retail theft; and 3) consult with and 

advise victims of organized retail theft, including 

online marketplaces.  The bill has been forwarded to 

the Senate Judiciary Committee.  
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NEWS YOU CAN USE 
 

 

REPORT:  CYBERCRIME HITS TWO-

THIRDS OF WEB USERS 

 

 Two-thirds of Internet users have been af-

fected by cybercrime, with costs and time to resolve 

the crime varying widely among countries, according 

to a new study, “Norton Cybercrime Report:  The Hu-

man Impact.”  However, the study suggests that 

much online dishonesty is attributable to the users 

themselves.  The report found that more than 25 

percent of users have lied about their name; 17 per-

cent have lied about their age or where they live; 

nine percent have lied about their financial or rela-

tionship status; and seven percent have lied about 

their appearance.  In addition, the report notes that 

one in five users have done something online they 

regret.   Many respondents felt it was “legal” to 

download a music track (17 percent), album (14 per-

cent) or film (15 percent), and 17 percent viewed 

plagiarism as an acceptable practice.  Additionally, 

nearly one-third admitted to posting or e-mailing pic-

tures of someone else without permission, and one-

fourth had secretly viewed someone else’s browsing 

history.  The report can be accessed at  

h t t p : / / u s . n o r t o n . c o m / t h e m e . j s p ?

themed=cybercrime_report. 

 

 

COLORADO AWARDED BROADBAND 

GRANT 

 

 Colorado received a $100.6 million federal 

grant, to be combined with $34.7 million in match-

ing funds, to help build an affordable broadband 

network across the state.  The network is expected 

to provide access for as many as 230 community 

institutions, including 178 school districts, 26 librar-

ies and 12 community colleges.  The funds will cover 

the cost of laying optical fiber and copper cable, as 

well as the addition of microwave switching stations 

that will bring fast Internet connections to rural out-

posts.  The grant is funded through the American 

Recovery and Reinvestment Act, which included 

$7.2 billion to expand broadband connectivity.  The 

grant application was led by the state’s Centennial 

Board of Cooperative Education Services, one of 22 

state cooperatives that help small school districts 

reduce administrative costs.  The project will be led 

by EAGLE-Net, an intergovernmental agency.  

 

 

REPORT:  CONGRESS SUBJECT TO CY-

BERSQUATTING  

 

 Members of Congress are not as conscious 

of their online images as they should be, according 

to a report by the Coalition Against Domain Name 

Abuse, a trade group.  According to their survey, 

nearly one-half of U.S. senators and 40 percent of 

representatives own what the report calls their Full-

Name.com domain names.  The numbers were lower 

for FullName.org domain names, with only 32 per-

cent of senators and 22 percent of representatives 

owning theirs.  The report also looked at permuta-

tions, such as FullNameforCongress.org, and found 

similar results.  The report is aimed at focusing Con-

gressional attention on cybersquatting, in which indi-

viduals buy up domain names and use them to ex-

tract money or use them for mischievous purposes.  

The report can be accessed at http://

www.cadna.org/node/678. 

 

 

REPORT:  FEW ADULTS USE CELL 

PHONE APPS  

 

 Only about 24 percent of adults in the U.S. 

use the apps on their cell phones, according to a 

report by the Pew Research Center’s Internet and 

American Life Project and the Nielsen Co.  Further, 

http://us.norton.com/theme.jsp?themed=cybercrime_report
http://us.norton.com/theme.jsp?themed=cybercrime_report
http://www.cadna.org/node/678
http://www.cadna.org/node/678
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the report, “The Rise of Apps Culture,” found that 

while 82 percent of adults have cell phones, only 35 

percent have apps on them and 11 percent don’t 

know if they have apps on them.  The report noted 

that while 29 percent of adults have downloaded an 

app to their phone, only 13 percent, or one in eight, 

have paid for an app.  Those who downloaded apps 

tended to be younger, more educated, more affluent 

and disproportionally male, according to the study.  

The use of apps ranked lowest of all non-voice cell 

phone activities.  The most popular activity was tak-

ing pictures at 76 percent, followed by sending or 

receiving text messages, 72 percent; accessing the 

Internet, 38 percent; sending or receiving email or 

recording a video, 34 percent; playing music, 33 per-

cent; and sending instant messages, 30 percent.  

The report was based on a telephone survey of 

2,252 adults, which included 744 who were con-

tacted on their cell phones.  The report can be ac-

cessed at http://perinternet.org/Reports/2010/The-

Rise-of-Apps-Culture,aspx. 

 

 

NIH SURVEY:  CYBERBULLYING 

HARDER ON VICTIMS  

 

 Cyberbullying may be harder on victims than 

physical beatings or name-calling, according to a 

survey and analysis by the National Institutes of 

Health (NIH).  Jing Wang, Tonja Nansel and Ronald 

Iannotti of NIH’s National Institute of Child Health 

and Human Development analyzed data from an in-

ternational survey conducted in 2005/2006 that 

included 4,500 U.S. preteens and teens.  Partici-

pants were asked about feelings of depression, irri-

tability, grouchiness and inability to concentrate, as 

well as if they had been hit, called names, shunned 

or sent negative messages via computer or cell 

phone, or done any of these things to other people.  

The team noted that physical and verbal bullies are 

often depressed themselves.  Although there was 

little difference in depression between physical bul-

lies and their targets, the NIH team found that cy-

berbullying victims reported significantly higher lev-

els of depression than their bullies.  Additional infor-

mation about the findings can be accessed at 

http://www.nih.gov/news/health/sep2010/nchd-

21.htm. 

 

FCC APPROVES “WHITE SPACES” FOR 

MOBILE BROADBAND 

 

 The Federal Communications Commission 

(FCC) unanimously approved the use of unlicensed 

broadcast airwaves, the unused channels between 

TV stations known as “white spaces,” that it hopes 

will result in better quality and longer range Wi-Fi-

like connections for mobile devices.  The FCC’s or-

der will allow for two channels in some areas to be 

reserved for the use of wireless microphones that 

would address interference concerns.  New devices 

would have to meet technological standards set by 

the FCC.  The order was originally approved two 

years ago, but was challenged in court by broadcast-

ers because of concerns about interference.  The 

new order addresses those technical concerns.   

 

POLL:  PARENTS WORRY ABOUT KIDS’ 

ONLINE SHARING 

  

A survey found that 92 percent of parents are 

worried that their children are sharing too much in-

formation online, while 79 percent of teens believe 

their friends share too much information online.  

The poll, conducted by Zogby International for Com-

mon Sense Media, a nonprofit organization that pro-

vides reviews on children’s’ movies, websites, 

games and other media, surveyed 2,100 adults and 

401 teens.  The poll found that 85 percent of teens 

responded that social media sites should obtain 

their permission before using their personal infor-

mation for marketing purposes.  Additionally, 88 

percent of parents said they would support 

http://perinternet.org/Reports/2010/The-Rise-of-Apps-Culture,aspx
http://perinternet.org/Reports/2010/The-Rise-of-Apps-Culture,aspx
http://www.nih.gov/news/health/sep2010/nchd-21.htm
http://www.nih.gov/news/health/sep2010/nchd-21.htm


CYBERCRIME NEWSLETTER  SEPTEMBER-OCTOBER 2010 

17 

legislation requiring social networking and other 

websites to obtain a user’s consent before using 

their personal information to market products to 

them.  The poll can be accessed at http://

www.commonsensemedia.org/sites/default/files/

privacypoll.pdf. 

 

POLICY GROUP SEEKS COMMENTS ON 

COPYRIGHT AND INTERNET 

 The Department of Commerce’s Internet Pol-

icy Task Force is seeking public comments on the 

challenges of protecting copyrighted works online 

and the relationship between copyright law and in-

novation in the Internet economy.  Comments may 

be submitted electronically by email to copyright-noi-

2010@ntia.doc.gov.  All comments are due on or 

before November 19, 2010.  
 

 

 

PUBLICATIONS JUST  

RELEASED 
 

 

Impact of Federal Law on Sexual  

Exploitation of Children 

The Office of Juvenile Justice and Delinquency 

Prevention (OJJDP) released a bulletin detailing the 

results of a study on the impact of the Victims of 

Trafficking and Violence Prevention Act on the prose-

cution of cases involving the sexual exploitation of 

children for commercial purposes.  The study draws 

on cases processed between 1998 and 2005 and 

examines how current laws addressing the commer-

cial sexual exploitation of children are enforced, 

identifies key features of successful prosecutions 

and describes how legislation has affected the sen-

tences imposed on perpetrators.  The study also re-

views the legislation’s effects on the services pro-

vided to victims.  The bulletin may be accessed at 

http://www.ncjrs.gov/pdffiles1/ojjdp/228631.pdf. 

 

Sex Offender Registration and  

Notification Act (SORNA)   

The September issue of “SMART Watch” in-

cludes the announcement of the 2011 SORNA Work-

shop, the addition of two SMART Office program 

specialists and proposed SORNA supplemental 

guidelines.  The issue can be accessed at http://

www.ojp.usdoj.gov/smart/smartwatch/10_summer/

index.html. 

 

Online Safety  

The Federal Trade Commission and its partners 

produced “The Net Cetera Community Outreach 

Toolkit” which includes a guide for parents, a book-

let for kids, presentation slides and notes, videos for 

parents and kids and ideas about outreach on 

online safety.  All the materials are in English and 

Spanish on an enclosed CD and DVD.  The material 

can be accessed at http://www.onguardonline.gov/

NetCetera and can be ordered at http://

www.bulkorder.ftc.gov. 

 

Cont’d from page 1:  

What Every Prosecutor 

Should Know About Peer-to-

Peer Investigations 
 
P2P Investigations 

Many investigators around the world conduct under-

cover online investigations using P2P. ICAC task 

forces and other law enforcement agencies have 

specialized software to search for and identify indi-

viduals involved in the sharing of child pornography. 

These programs allow law enforcement officers to 

use common search terms for child pornography to 

locate images and videos of child sexual abuse on 

the Gnutella network. Once a list of files returns 

based upon the investigator’s search term, the SHA -

1 hash value is compared to known or suspected  

http://www.commonsensemedia.org/sites/default/files/privacypoll.pdf
http://www.commonsensemedia.org/sites/default/files/privacypoll.pdf
http://www.commonsensemedia.org/sites/default/files/privacypoll.pdf
mailto:copyright-noi-2010@ntia.doc.gov
mailto:copyright-noi-2010@ntia.doc.gov
http://www.ncjrs.gov/pdffiles1/ojjdp/228631.pdf
http://www.ojp.usdoj.gov/smart/smartwatch/10_summer/index.html
http://www.ojp.usdoj.gov/smart/smartwatch/10_summer/index.html
http://www.ojp.usdoj.gov/smart/smartwatch/10_summer/index.html
http://www.onguardonline.gov/NetCetera
http://www.onguardonline.gov/NetCetera
http://www.bulkorder.ftc.gov
http://www.bulkorder.ftc.gov
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child pornography files in the ICAC database. Any 

files actively being shared that match a file in this 

database are viewable by the investigator. The in-

vestigator is also able to select a user who is ac-

tively sharing content and determine his or her Inter-

net Protocol (IP) address and obtain a rough geo-

graphical location of the suspect so the investigator 

can focus on that jurisdiction. 

Another feature contained in most P2P soft-

ware applications is the ability to directly connect to 

another user’s computer. It is common for this fea-

ture to be enabled by the default settings; however, 

it may be deactivated by the user. The direct con-

nect feature is turned on in the default settings 

based on the theory that if a user finds someone 

sharing one item he or she is interested in, then 

odds are he or she may have other files of interest. 

By browsing the host, the user makes a direct con-

nection with the other computer and can list all 

shared files on his or her computer and select any of 

them for download. Investigators performing P2P 

operations should attempt to make a direct connec-

tion with a computer that has been identified as 

sharing child pornography to see if there are addi-

tional child pornography files. However, for someone 

to browse the host computer/hard drive through the 

direct connect feature, the computer sharing the 

files must be actively online. 

During an investigation, an investigator will 

usually run a NETSTAT command on their computer, 

which shows all active connections, i.e., which other 

computers are connected through the P2P software. 

The IP address of the suspect’s computer should be 

listed in the NETSTAT response showing that the in-

vestigative computer and the suspect computer 

were directly connected. This evidence helps to 

demonstrate to a judge or jury that the child pornog-

raphy that forms the basis of the charge came from 

the suspect. While this is great evidence to have, it 

may not be available as the suspect computer may 

have turned this functionality off on their computer 

or their computer is behind a firewall. 

 

Another area of information available through the 

ICAC network is the Globally Unique Identifier (GUID) 

and the IP history of a particular computer. A GUID 

is a randomly assigned serial number to the P2P 

client. The GUID is captured by ICAC tools and en-

tered into a database. While IP addresses can 

change due to dynamically assigned IP addresses, 

GUIDs are less likely to change and provide an in-

vestigator the ability to see how many times a par-

ticular GUID has come up in investigations done by 

other investigators. Investigators can also determine 

how many times a particular IP address has been 

captured sharing child pornography during other in-

vestigations. 

When a P2P suspect’s computer is sent to 

the forensic lab for analysis, there is generally an 

enormous amount of information available to the 

examiner. In addition to all of the normal computer 

forensic evidence the examiner should report on, a 

computer forensic examiner should also be able to 

tell you: what P2P software is installed on the com-

puter; how long it’s been on the machine; the file 

paths for the shared and incomplete folders; 

whether sharing was enabled on the computer; ap-

proximately how many times the P2P software has 

been used; and the GUID of the P2P software. In 

situations where an investigator has a P2P case that 

did not start as the result of an ICAC investigation, 

the GUID should be checked against the ICAC data-

base to see if it was ever captured during another 

investigation. This will allow law enforcement to es-

tablish that the suspect has been involved in distrib-

uting pornographic images of children as well as the 

length of time images have been on the machine. 

Additional evidence comes from recovering 

search terms used in P2P programs by using foren-

sic programs or by creating a virtual computer from 

the forensic image of the suspect’s computer. By 

creating a virtual machine (VM) of the suspect’s 

computer and booting it up, the examiner (and the 

jury) may view the computer exactly like the suspect 

would have seen it but in a forensically sound man-

ner. Screenshots of the defendant’s sharing prefer - 
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ences, his or her library, and other evidentiary items 

like their desktop background, folder structures and 

registry information are powerful courtroom exhibits. 

Several P2P software programs can store past 

search terms within the search bar; an examiner 

looking at a VM of the suspect’s machine can drop 

down the past search terms and take screenshots of 

that as well. Having and presenting this type of evi-

dence makes it difficult for a defendant to claim ac-

cidental download or unknowing possession when 

search terms related to child sexual exploitation are 

found in the P2P software’s search history or even 

Internet search history. 

When done correctly, a P2P investigation and 

forensic computer examination will reveal multiple 

layers of evidence to help prove possession, and 

possibly dissemination, of child pornography. It is 

important for a prosecutor to understand the compo-

nents of P2P software so that they can explain this 

evidence to a jury. Armed with this information, in-

vestigators and prosecutors can initiate successful 

cases against individuals who use P2P platforms to 

harm children through the possession and distribu-

tion of child pornography. 
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Ed. note:   The editor thanks Angela Downes, 

Senior Attorney for the National Center for the 

Prosecution of Child Abuse at the National District 

Attorneys Association, for sharing this article.  


